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Abstract 

Cloud computing is a set of IT services that are provided to a customer 

over a network on a leased basis and with the ability to scale up or 

down their service requirements, and also it's  attractive and cost-

saving service for buyers as it provides accessibility and reliability 

options for users and scalable sales for providers. Many organizations 

are moving their computing services towards the Cloud. This makes 

their computer processing available much more conveniently to users. 

It also brings new security threats and challenges about safety and 

reliability. Cloud feature poses various new security threats and 

challenges when it comes to deploying Intrusion Detection System 

(IDS) in Cloud environments. On the other hand, there is great need 

for technology that enables the network and its hosts to defend 

themselves with some level of intelligence in order to accurately 

identify and block malicious traffic and activities. In this case, it is 

called Intrusion prevention system (IPS). In this paper, three scenarios 

has been configured in GNS3 emulator to address the impact of using 

IDS/IPS and a firewall to protect private cloud computing. 
Keywords: IDS, IPS, firewall, Cloud Computing, security, 

performance, IDPS and GNG3. 

1. INTRODUCTION 

Background 

A. Network security is the process by which digital 

information assets are protected.  
The goals of network security are as follows 

[2]
: 

 Protect confidentiality  

 Maintain integrity  

 Ensure availability 

The CIA triad—Confidentiality, Integrity, and Availability. 

This venerable, well-established conceptual model, though very 

data-centric, is often useful in helping people think about 

security in terms of the most important aspects of information 

protection. 

 Confidentiality refers to the restriction of access to 

data only to those who are authorized to use it. Generally 

speaking, this means a single set of data is accessible to one or 

more authorized people or systems, and nobody else can see it. 

 Integrity, which is particularly relevant to data, refers 

to the assurance that the data has not been altered in an 

unauthorized way. Integrity controls are meant to ensure that a 

set of data can’t be modified (or entirely deleted) by an 

unauthorized party. Part of the goal of integrity controls is to 

block the ability of unauthorized people to make changes to 

data, and another part is to provide a means of restoring data 

back to a known good state (as in backups). 

 Availability Unlike confidentiality and integrity, 

which make the most sense in the context of the data contained 

within computer systems, availability refers to the “uptime” of 

computer-based services—the assurance that the service will be 

available when it’s needed. Service availability is usually 

protected by implementing high-availability (or continuous-

service) controls on computers, networks, and storage. High-

availability (HA) pairs or clusters of computers, redundant 

network links, and RAID disks are examples of mechanisms to 

protect availability. 

 Additional Concepts Alternatives to the CIA triad 

that include other aspects of security have been proposed by 

various thought leaders in the security profession. For example, 

Donn B. Parker proposed a set of six elements, known as the 

Parkerian Hexad, or the six atomic elements of information, 

which includes Control (or Physical Possession), Authenticity, 

and Utility. Other principles that have been proposed include 

Accountability, Non-Repudiation, and Legality. The U.S. 

Department of Defense defined “Five Pillars of Information 

Assurance,” which include Authenticity and Non-Repudiation 

along with the CIA triad. The Organization for Economic Co-

operation and Development (OECD) published guidelines that 

added Awareness, Responsibility, Response, Ethics, 

Democracy, Risk Assessment, Security Design and 

Implementation, Security Management, and Reassessment. 

Perhaps the most complete set is included in the U.S. National 

Institute of Standards and Technology Special Publication 800-
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27, Revision A, which proposes a total of 33 principles for 

securing technology systems. All of the various concepts used 

to break security into logical categories. As you can see, there 

are many ways to categorize security principles, and the CIA 

triad is the most simplistic of them all. The best-known 

attributes of security defined in the preceding models and 

others like them include: 

Confidentiality, Integrity , Availability, Accountability , 

Accuracy ,Authenticity ,Awareness, Completeness , 

Consistency ,Control, Democracy ,Ethics, Legality, 

repudiation ,Ownership ,Physical Possession, Reassessment , 

Relevance, Response, Responsibility, Risk Assessment,

 Security Design and Implementation , Security 

Management ,Timeliness , Utility 

 
With this in mind, it is imperative that all networks be 

protected from threats and vulnerabilities for a business to 

achieve its fullest potential.  Typically, these threats are 

persistent because of vulnerabilities, which can arise from the 

following: 

 Misconfigured hardware or software 

 Poor network design 

 Inherent technology weaknesses 

 End-user carelessness 

 Intentional end-user acts (that is, disgruntled employees). 

Vulnerabilities in network security can be summed up as the 

“soft spots” that are present in every network. The 

vulnerabilities are present in the network and individual 

devices that make up the network. Networks are typically 

plagued by one or all of three primary vulnerabilities or 

weaknesses: 

 Technology weaknesses  

 Configuration weaknesses  

 Security policy weaknesses 

  
Threats The people eager, willing, and qualified to take 

advantage of each security weakness, and they continually 

search for new exploits and weaknesses. There are four primary 

classes of threats to network security 
[1]

: 

 Unstructured threats 

 Structured threats 

 External threats 

 Internal threats 

Attacks The threats use a variety of tools, scripts, and 

programs to launch attacks against networks and network 

devices. Typically, the network devices under attack are the 

end- points, such as servers and desktops. Four primary classes 

of attacks exist: 

 Reconnaissance 

 Access 

 Denial of service 

 Worms, viruses, and Trojan horses 

B. Firewall  

 

A firewall is a system designed to prevent unauthorized access 

to or from a private network. Firewalls can be implemented in 

both hardware and software, or a combination of both. 

Firewalls are frequently used to prevent unauthorized Internet 

users from accessing private networks connected to the Internet, 

especially intranets. All messages entering or leaving the 

intranet pass through the firewall, which examines each 

message and blocks those that do not meet the specified 

security criteria 
[8]

. 

C. Cloud Computing 

Definition of cloud computing is based on five attributes: 

multitenancy (shared resources), massive scalability, elasticity, 

pay as you go, and self-provisioning of resources
 [3]

. 

Multitenancy (shared resources) unlike previous computing 

models, which assumed dedicated resources (i.e., computing 

facilities dedicated to a single user or owner), cloud computing 

is based on a business model in which resources are shared (i.e., 

multiple users use the same resource) at the network level, host 

level, and application level. 

 Massive scalability although organizations might have 

hundreds or thousands of systems, cloud computing provides 

the ability to scale to tens of thousands of systems, as well as 

the ability to massively scale bandwidth and storage space.  

Elasticity Users can rapidly increase and decrease their 

computing resources as needed, as well as release resources for 

other uses when they are no longer required.  

Pay as you go Users pay for only the resources they actually 

use and for only the time they require them.  

Self-provisioning of resources Users self-provision resources, 

such as additional systems (processing capability, software, 

storage) and network resources. 

Cloud computing can offer a means to provide IT resources on 

demand and address spikes in usage. Interest in the cloud is 

growing because cloud solutions provide users with access to 

supercomputer-like power at a fraction of the cost of buying 

such a solution outright. More importantly, these solutions can 

be acquired on demand; the network becomes the 

supercomputer in the cloud where users can buy what they 

need when they need it. Cloud computing identifies where 

scalable IT-enabled capabilities are delivered as a service to 

customers using Internet technologies. The SPI Framework for 

Cloud Computing. A commonly agreed upon framework for 

describing cloud computing services goes by the acronym 

“SPI.” This acronym stands for the three major services 

provided through the cloud: software-as-a-service (SaaS), 

platform-as-a-service (PaaS), and infrastructure-as-a-service 

(IaaS). Figure 1 illustrates the relationship between services, 

uses, and types of clouds. 

 

http://www.webopedia.com/TERM/A/access.html
http://www.webopedia.com/TERM/N/network.html
http://www.webopedia.com/TERM/H/hardware.html
http://www.webopedia.com/TERM/S/software.html
http://www.webopedia.com/TERM/I/Internet.html
http://www.webopedia.com/TERM/I/intranet.html
http://www.webopedia.com/TERM/S/security.html
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Figure 1 

 

 
The Cloud Services Delivery Model 

Software as a Service (SaaS) is a software distribution model 

in which applications are hosted by a vendor or service 

provider and made available to customers over a network, 

typically the Internet. 

 Platform as a Service (PaaS) is a paradigm for delivering 

operating systems and associated services over the Internet 

without downloads or installation.   

Infrastructure as a Service (IaaS) involves outsourcing the 

equipment used to support operations, including storage, 

hardware, servers and networking components. 

Cloud deployment models 

Cloud services can be deployed in different ways, depending 

on the organizational structure and the provisioning location. 

Four deployment models are usually distinguished, namely 

public, private, community and hybrid cloud service usage. 

 Public Cloud 

The deployment of a public cloud computing system is 

characterized on the one hand by the public availability of the 

cloud service offering and on the other hand by the public 

network that is used to communicate with the cloud service. 

The cloud services and cloud resources are procured from very 

large resource pools that are shared by all end users. These IT 

factories, which tend to be specifically built for running cloud 

computing systems, provision the resources precisely according 

to required quantities. By optimizing operation, support, and 

maintenance, the cloud provider can achieve significant 

economies of scale, leading to low prices for cloud resources. 

In addition, public cloud portfolios employ techniques for 

resource optimization; however, these are transparent for end 

users and represent a potential threat to the security of the 

system. If a cloud provider runs several datacenters, for 

instance, resources can be assigned in such a way that the load 

is uniformly distributed between all centers. 

 

 Private Cloud 

Private cloud computing systems emulate public cloud service 

offerings within an organization’s boundaries to make services 

accessible for one designated organization. Private cloud 

computing systems make use of virtualization solutions and 

focus on consolidating distributed IT services often within data 

centers belonging to the company. The chief advantage of these 

systems is that the enterprise retains full control over corporate 

data, security guidelines, and system performance. In contrast, 

private cloud offerings are usually not as large-scale as public 

cloud offerings resulting in worse economies of scale 
[4]

. 

 Community Cloud 

In a community cloud, organizations with similar requirements 

share a cloud infrastructure. It may be understood as a 

generalization of a private cloud, a private cloud being an 

infrastructure which is only accessible by one certain 

organization. 

 Hybrid Cloud 

A hybrid cloud service deployment model implements the 

required processes by combining the cloud services of different 

cloud computing systems, e.g. private and public cloud services. 

The hybrid model is also suitable for enterprises in which the 

transition to full outsourcing has already been completed, for 

instance, to combine community cloud services with public 

cloud services 
[7]

. 

 

D. Intrusion Detection System (IDS) 

Iis software, hardware or combination of both used to detect 

intruder activity. An IDS may have different capabilities 

depending upon how complex and sophisticated the 

components are. IDS appliances that are a combination of 

hardware and software are available from many companies. As 

http://searchcloudcomputing.techtarget.com/definition/Software-as-a-Service
http://searchcloudcomputing.techtarget.com/definition/Platform-as-a-Service-PaaS
http://searchcloudcomputing.techtarget.com/definition/Infrastructure-as-a-Service-IaaS
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mentioned earlier, an IDS may use signatures, anomaly-based 

techniques or both 
[6]

. 

 Network IDS (NIDS) 

NIDS are intrusion detection systems that capture data packets 

traveling on the network media (cables, wireless) and match 

them to a database of signatures. Depending upon whether a 

packet is matched with an intruder signature, an alert is 

generated or the packet is logged to a file or database. 

 Host IDS (HIDS) 

 

Host-based intrusion detection systems or HIDS are installed 

as agents on a host. These intrusion detection systems can look 

into system and application log files to detect any intruder 

activity. Some of these systems are reactive, meaning that they 

inform you only when something has happened. Some HIDS 

are proactive; they can sniff the network traffic coming to a 

particular host on which the HIDS is installed and alert you in 

real time. 

 Signatures 

Signature is the pattern that you look for inside a data packet. 

A signature is used to detect one or multiple types of attacks 

Signatures may be present in different parts of a data packet 

depending upon the nature of the attack. Usually IDS depends 

upon signatures to find out about intruder activity. Some 

vendor-specific IDS need updates from the vendor to add new 

signatures when a new type of attack is discovered. In other 

IDS. 

 Alerts 

Alerts are any sort of user notification of an intruder activity. 

When an IDS detects an intruder, it has to inform security 

administrator about this using alerts. Alerts may be in the form 

of pop-up windows, logging to a console, sending e-mail and 

so on. Alerts are also stored in log files or databases where 

they can be viewed later on by security experts. 

 False Alarms 

False alarms are alerts generated due to an indication that is not 

an intruder activity. Some routers, like Linksys home routers, 

generate lots of UPnP related alerts. To avoid false alarms, you 

have to modify and tune different default rules. In some cases 

you may need to disable some of the rules to avoid false alarms. 

 Sensor 

The machine on which an intrusion detection system is running 

is also called the sensor in the literature because it is used to 

“sense” the network.  

Benefits of Intrusion Detection Systems (IDS) 

Intrusion Detection Systems (IDS) create an urgent awareness 

of any intrusion into the network so that steps may be taken to 

safeguard private information or policies. Organizations use 

IDS to observe network activity including any activity that 

deviates too far from normal user activity. IDS give 

organizations the ability to: 

 Configure for 100% network visibility, providing IT 

professionals the ability to see exactly what is running 

on their networks and  identify threats and 

vulnerabilities to their networks. 

 Configure to reduce actionable events by up to 99.99%, 

allowing IT professionals to focus on immediate threats 

and not wild goose chases. 

E.   Intrusion prevention systems (IPS) 

IPSs, are devices or programs that are used to detect signs of 

intrusions into networks or systems and take action. That action 

consists of generating alarms and/or actively blocking 

intrusions. IPSs usually take the form of purpose-built 

hardware devices, software agents that run on servers, or 

software programs that run within virtualized environments. 

Intrusion prevention systems come in two basic flavors: 

network-based and host-based.  

 Network-based IPS(NIPS) 

Network-based intrusion prevention systems typically take the 

form of a rack-mounted appliance or system that is attached to 

a data network. The network is configured to send a copy of all 

the traffic in the network through the IPS so that the IPS may 

examine it to identify possible intrusions 

 Host-based IPS(HIPS) 

HIPS an intrusion prevention system that is installed on a host 

and is designed to block attacks against the host system. 

Rule-based detection 

IPSs can detect incidents by comparing observations against a 

list of previously defined incidents and known vulnerabilities. 

This type of detection is quite effective at detecting both known 

and unknown threats. Some examples of rules (also known as 

signatures) are: 

 Attacks targeting vulnerabilities in operating systems 

and applications 

 Botnets used to perform targeted Denial of Service 

(DoS) attacks or steal personally identifiable information (PII) 

 Unusually large ping packets, which may be an 

indication of a ping of death attack 

Because new types of attacks against information systems are 

continually being developed, IPSs need to regularly update 

their rules. Rules are developed by the makers of IPSs, and in 
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some cases a “community” of rule writers, and are distributed 

to running IPSs via the Internet. 

Anomaly-based detection 

IPSs can detect incidents by comparing traffic patterns that the 

IPS considers “normal” with new traffic patterns, and deciding 

whether new traffic patterns fall within acceptable patterns or 

not. A distinct advantage of anomaly-based detection is the 

capability to detect incidents that may not be triggered by a 

standard IPS rule or signature. 

Stateful protocol analysis 

IPSs can detect incidents by observing individual network 

connections, for instance, and making alerting or blocking 

decisions based on what’s considered normal for various types 

of activities. 

Benefits of Intrusion Prevention Systems (IPS)  

 
Intrusion Prevention Systems are more complex than Intrusion 

Detection Systems because they have a higher degree of 

efficiency in locating problems and stopping them in their 

tracks. IPS is capable of preventing any attack on the network 

that might compromise operational security. Administrators 

can also learn from IPS; for example, what is the nature of the 

intrusion; whether the attack is a strong one or a weak one; 

what can be done to prevent further problems. IPS enables 

constant upgrades to the network while offering additional 

security and preventing an attack that can cause damage 
[5]

. 

2. Methodology 

GNS3 has been used to emulate three different scenarios to 

access storage private cloud computing with low level security, 

medium level security and high level security in same network 

to study the security impact in cloud environment. 

 

3. Network components 

This section concern about the following network component 

using in the proposed network models running on GNS3 and 

VirtualBox we have 2 cisco routers 3725 ,4 VMs Linux 

client ,3 VMs Linux Server and 3 cisco switches.  

 

Scenario 1 Law Level Security 

 

Figure 2 

 
Scenario 2 medium Level Security (IDPS) 
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Figure 3 

 

 
Scenario 3 High Level Security (IDPS+Firewall) 

 

Figure 4 

 

 

4.      Results and Analysis 

 
The actual execution time was 10 minutes for all scenarios, the 

detail parameters are as the following: 

In scenario 1   

 Network Response time: 

The value 1456ms in TCP protocol is very high and the size of 

data volume is 82.6MB. 

The average is 82.6/1456=0.05 

 Speed  

During 10 minutes the uploading data value in SFTP is 

45.4MB. 

All users scored high performance but without any protection 

As shown in figures 5 and 6.  
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Figure 5 

 

 

 

Figure 6 

 
In scenario 2 an IDPS sensor was added in private cloud area in 

order to increase the protection.  

 Network Response time 

The value 30.9ms in TCP protocol and the size of data volume 

is 14.9MB. 

The average is 14.9/30.9=0.48. 

 Speed  

During 10 minutes the uploading data value in SFTP is 14.7 

MB. 

All users performance decreased, the IDPS sensor detect any 

packets coming to private cloud area, and it takes action based 

on prescribed rules. 

 As shown in figures 7 and 8. 

 

 
 

Figure 7 
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Figure 8 

 
In scenario 3 a firewall has been added before IDPS sensor in 

private cloud area, 

 Network Response time 

The value 42.4ms in TCP protocol and the size of data volume 

is 12.1MB. 

The average is 12.1/42.4=0.285. 

 Speed  

During 10 minutes the uploading data value in SFTP is 10 MB. 

The firewall has played an important role in decreasing the 

packets that tested by IDPS, thus IDPS processing time has 

decreased, and the overall time requited has increased. 

As shown in figures 9 and 10. 

 

 
 

Figure 9 

 

 
 

Figure 10 

 
All three scenarios were combined together in figure 11 
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Figure 11 

 

5.      Conclusion 
 

The definition of performance depends on organization’s point 

of view in private cloud. The impact of using security in private 

cloud decrease the performance, but an acceptable balance of 

security and performance must achieved. When organization 

interests in performance, the study recommends scenario 1, and 

when they interests in security, scenario 3 would be the best. 

Scenario 2 is recommended when performance and security 

were interested. In all cases, the study strongly recommends 

using cryptography when dealing with sensitive data. 
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